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THE IMPORTANCE OF CYBER

Cyberspace has become ever present in modern life. As information 
technology’s pervasiveness has grown, so too have the threats to these 
networks and the spending to defend them. Cyberthreats range from the 
work of malicious single hackers to coordinated e�orts of security and 
economic espionage carried out by nation-states. PricewaterhouseCoopers 
estimated that $60 billion was spent globally on cybersecurity products in 
2011 and that such spending would annually increase by at least 10 percent 
over the next three to five years.

SAN DIEGO’S UNIQUE COMPETITIVE POSITION

San Diego is especially well-positioned to benefit from this trend, with both a 
critical mass of firms and a solid economic foundation on which to grow. The 
region is already home to large market leaders in cybersecurity solutions such 
as ESET and Sentek Global. For more than two decades, the region has been 
a leader in data analytics and encryption technologies.

San Diego has a strong cyber workforce and a strong workforce pipeline. The 
region is home to more than 40,000 IT workers. The region’s universities and 
colleges graduate several thousand computer scientists, computer engineers, 
and other IT workers with the skills to enhance cybersecurity.

CYBER IS PERVASIVE IN THE REGION

There is a robust demand for cybersecurity solutions across many sectors and 
facets of San Diego’s economic ecosystem:

Defense: The Department of Defense (DoD) recently proposed a five-year 
cybersecurity budget of more than $23 billion. San Diego’s strong military 
presence means many of these resources will be deployed regional.

Private Industry: Companies across all of San Diego’s sectors employ 
cybersecurity solutions; Firms such as Sempra Energy and Qualcomm have made 
significant investments to protect their customers.

Industry Collaborations: Securing Our eCity has drawn attention to the 
ubiquitous nature of cyberthreats and the importance of every individual and 
business taking action to protect themselves. A new group, the Cyber Center of 
Excellence (CCOE), has also formed to help accelerate the region’s cyber 
innovation economy.

SAN DIEGO’S CYBERSECURITY FIRMS ARE EXPECTED 
TO EXPERIENCE RAPID EMPLOYMENT GROWTH

QUICK FACTS

More than 100 core cyberfirms employ at least 
3,500  private sector employees

DoD’s Space and Naval Warfare Systems Command 
(SPAWAR) employs 3,095  cyberprofessionals

The Cybersecurity industry impacts more than 
13,000  of the region's jobs

$1.5 BILLION  in total economic impact from 
the industry, which is more than the impact of 
hosting three super bowls every year

SPAWAR alone impacts more than 6,100 jobs
and generates more than $705 MILLION  in 
total economic impact

EMPLOYMENT GROWTH 2013-2014

Entire San Diego CountyCybersecurity Firms
13.0%  VS.   2.2%       

Impact Type

Private Sector:
Direct 
Indirect/Induced 
Total E�ect 

SPAWAR:
Direct 
Indirect/Induced 
Total E�ect 

Total Industry 
Impact:
Direct 
Indirect/Induced 
Total E�ect 

Employment

3,550
3,539
7,089

3,095
3,085
6,180

6,645
6,624

13,269

Value Added
(millions)

$502.1
$307.4
$809.5

$437.8
$268.0
$705.8

$939.9
$575.4

$1,515.3

ECONOMIC IMPACTS



RESPONSES FROM CYBERBUSINESSES

Cybersecurity employers expect to see their total 
employment grow by more than 10 percent and their 
cybersecurity workforce grow by more than 25
percent in 2014

Cyberbusinesses were more than twice as likely to 
indicate that they had grown in terms of permanent 
employment rather than declined in the last three years

More than half of all cyberbusinesses indicated that the 
federal government, including the Department of 
Defense, was a customer of their cybersecurity work

40 percent of San Diego County cyberemployers were 
focused on serving private-sector businesses or a 
combination of businesses and consumers

More than 75 percent agreed that San Diego was a 
good or excellent business climate for their 
cyberbusiness, while no cyberemployers surveyed 
indicated that the county was an overall poor or very 
poor place to do business

More than half of cyberemployers indicated that they 
had either some di�culty or great di�culty finding 
qualified applicants who meet the organization’s hiring 
standards for their cybersecurity positions

Cyberemployers are more keenly focused on technical 
expertise more than other technology-related 
industries

LOOKING AHEAD
The region is poised to benefit from the expected explosion in demand for cybersecurity products and services

Attracting and developing entry- to mid-level skilled cybersecurity workers will be a key ingredient for growth

San Diego will need to develop and hone the skills of its robust existing IT workforce to meet the specialized
demands of cyberbusinesses

Technical skills will be critical to cyberbusinesses going forward, particularly for those working with the Department
of Defense

The region’s heavy focus on defense may prove an asset as the Federal Government looks to direct military resources 
towards addressing cyberthreats

San Diego would benefit even more by broadening its defense-centric cybersecurity industry toward serving more 
private-sector clients

GREATER THAN 50 PERCENT STRONGLY 
AGREE THAT THE COUNTY’S MILITARY 
FOOTPRINT & RESEARCH ASSETS ARE 
CRITICAL TO CYBERBUSINESS

Workforce Priorities for Cyberbusinesses

Employment-Growth Expectations and Projections
for the Next 12 Months in San Diego County
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Technical training and expertise specific to the position 
Ability to pass a security background check
At least one year of industry-related work experience
A four-year college degree or higher
An industry-recognized credential
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ADVISORY COUNCIL MEMBERS
Andrew Lee | ESET North America

Brian Proctor | San Diego Gas & Electric

Darin Andersen | CyberHive San Diego/CyberUnited

Eric Basu | Sentek Global
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Lou Kelly | SDSU Research Foundation

Matt Harrigan | Critical Assets

Tom Clancy | Software San Diego/TAO Venture Partners

Tony Nufer | Vector Planning & Services Inc.
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Mr. Pat Sullivan | Space and Naval Warfare Systems Command
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